— AUS (ZA53IR-a—F -H3K—}) @) 2006/02/15% —
http://www.artemis-jp.com
CCTCRNITD_a—RI. FEAEDIHZESE. BEENS0S - PTUT—I3Y -
PIFIAINADT —HIN—2ABEERICRFOREICRDOCE, HET. UTME

AFICRDRY FD—=DFARDBHEIZITDCE TR CTEET.

@GFlash&#VILD 77, OS XBEZESFONETT

http://www.itmedia.co.ip/news/articles/1602/05/news0O60.html ?
https://isc.sans.edu/forums/diary/Fake+Adobe+Flash+Update+OS+X+Malware/20693/

COZa—-RaYyDUEDE--

- 2848 (RitEE) . KtF+a2 )7 1 #EISANS Internet Storm Center&kD. (Mac) OS X
:L HICXH LU TRBOESZRTUTVILI T PEA YR LIl RS ETRFOLERSNEEL
\ = DD‘%ﬁén& L/f:-_o

- {4'60)’5“':(3 HxIZMDFlash Player(3&5<E > TL) Py IT5F— YRAE=)LLT
N c‘:%?{CEIQ éﬁd)fs 21 ‘JD@'éc‘: 1F3RDFlash Plaxerc‘:—ﬁ%h_ (RTPo2xF (
—w ﬁ&ot \Ef YZ =5S8O vO—-R E&T?

- 7FIE7§:1’ YR =3EEBWRAPPIeBIREEIRE TELZINTROD. PUYFIIILRAYD FDisE
DCOFRTVYIVI T PERBTERN >IZESNTNET,

- SANSTIZ FlashlIBICERHIRICEH U TR KIWURNIDTONTNDLEH., A—FFIEE
SNTUEVWDOTLY EDRLUTNET,

AUSED DS O

- MaclCBZFFB3VILD T PESTIERE LLEL, Windows&EBRICEFENMNETT,

“PIFIALIVR « UTMOBABKNBARTGRTIN, SODKIBT—RAEEDERUETIERE
SHECBE. Flash Playerd®>?w 75— ~3AdobeD 1 FHSIFOIFERDHTMWITIELDICL
FL&D, (httos//helox.adobe.com/ip/flash-player/kb/235972 html)

ITmedia

—1-X [SANS ISC InfoSec Forums]

ey 20165025058 0785455 EH

fFlashEH <)L ox7 . 0S XERA#ES5F AL LT

Flashld FITRFMRICEFHL THIOFCERIFIDITO N TO A, - —RBIEFINTLELPT
L&, vesterday, while investigating some Facebook click-bair, | came across a fake Flash update that is
targeting 05 X users. Fake flash updates have been very common to infect ©5 X, They do not rely
[$%4%F, ITmedia] on awulnerability in the operating system. Instead, the user is asked towillingly install them, by
rmaking therm look like genuine Adobe Flash warnings (and we keep telling users to make sure

s X@l—*f—(:Adobe Flash pHVEF@E%’"{%{E?&E@?)‘(7_(‘)7724’7')“/{7$t+ = Flash is up to date, so they are likely going to obey the warning and install the update).
r?17’&4‘/7&—JLé‘ﬁJit@'éiDb‘ﬁﬁlva VAd \.5 51%12:’1:1')?4%@584&[\18 The "Installer” for the fake Flash update will install various scare ware (| observed a couple different

varieties when re-running the installer), and it actually installs an up to date genuine version of

Internet Storm Centerhi2B 4B O 70 TIREL:. Flash as well.

Fake Adobe Flash Update OS X Malware

L] R]

While | wasn't able to capture the exad trigger for the popup advertising the update, | suspect it
SANSOTZEE (IFacebook LM 7y I Ak JETHENB#YAL T LDV THNTUG | | e imiested by one ofthe many ads on the page

BRI, COFOLBALL, ‘T‘/7’7/7%1?&"1’1&5@[JR%&'C%?T;G)F[ash Playerl3t< ®NTTPCCOMMUM|CAT|0NS|

T3>TOET, 7o I7 —bEAV A= )LLT D IEBETINEI .

(%) R 77 [#]scareware

7. Apile of wood magnificently reflected in a puddle. R 7T (scare) &, AL HE B IENBUZSE S |ELVST-BK, FLT, EBIZ
Az = A OHEELLELDIZ. BLO B THELONIZYINITTERTTIIT EWS,

UG RDEIET—R,

B EELFREYITHAMERRRMTOZENTHT, THERITRYTT7YT

EEARLT, AV ORERRLIADH T, PH T, [HEF0aVE1—4FIT

FRILILT EDANANFELEY . I CORKYTREAVRM—)LL

TLEZEWN JEV ST RRA D, BT, BIELORIVEY Yy ILTRHEY I+
EBALIRES, 2 E . ChAETAD VY, HUE-ERTIE T ADOXE
YILOREPILOVMH—FBESEEVRSONE ML,

ZLT. COEEFEDONBMDOREYINER T T I TERR LD, AT T
DITIFFDHEEL G F2FE RBRL TV SR ITEEEMEFL TS 1&EL
SVVDBEEERRT BT HLDE BEEMASRTND YA OFRY A
TH, SLIHMEBICHSAEENH DL TOY AT ELHEEZIF T
BEREREREGYANMIRT T 7 MO TOY  LALARLE
BOYACANBEFITBEBSI YT EIENHD,

WFRIZLTHAUE—RIb ET WERYTEEEIZ 1 EWVbA b, £ 5>
TIMBIEINLN,

BLWEFELN (SANSKY)



http://www.itmedia.co.jp/news/articles/1602/05/news060.html
https://isc.sans.edu/forums/diary/Fake+Adobe+Flash+Update+OS+X+Malware/20693/
https://helpx.adobe.com/jp/flash-player/kb/235972.html

AUS (ZA5F3IRXR-a2—F -HEK—}) @21 2016/02/15% —
http.//www.artemis-jp.com
O VD —DFXFEHNORBBIBMRI1BHUNRY FEIC, TTRES
NES5HE U

htto://www.itmedia.co.ip/news/articles/1602/02/newsO7 7 .html

CD_aA—ReFvDIUESE---

-2828 (BFXER) . VIO—/)ASHE. BHOFX AEIRED U —ERXFSHTHDIT1 I T 1FXL
(UTYIFX$D) DOEEEIEHR185,626H MRy ~ ETHABTREICE > TVWEERRLK UL,

- BRISYIFXAET —EXR ThEex! TMT41 TC-NEXJ ICEEFREDT. 5564,079HICONTIE—
Yigk (K&, EA. RITOE. £F8B. X—I)LP RURFH) LHEIBEHRIZINTUVZESNTNET,
(%3121 54714:(31IA'|EE$E &D‘%ihfb\mél'ﬁiﬁd)ai)

NTUET,

— 2016#028028 1285375 B
e ~21=-R|| ¥ T—OFXF AR M SEEEBISH A KIR LIS T

AUSE N H 5 DO RE SRMBLEL

YI-OFXFEt- D (VA FXOTREBDFS HUICEENRG D 2wk F CRIBTRE SIS

- W*BEQFF%LJ:%%EH:I L/(k—d:%lj- Ztlg 1o TS e o te,

201457 RICAR Y ZOEBABR207TODHAL LI o320, HEI (0 A B0 R ST
SHEIZUULFET U, FE. v I—ICEFODIDEHERDE, TR T L AR AR BT CHON SIS, b ECRELTLY
2004f|g L_Yahoo' BBEﬁ%’FiE%U45OE1¢D‘U|LHj L/T' Tl s, IS CREE A DB TSN T VAL e,

EDEHD. CNEARBEFRBEDEND>EENTUR. i -~

- ;Db\orﬁiﬁwﬁtjﬂjbb‘e%h_ﬁbn b\a:o\
SH 5 Iz ThD X

ES)LHE 3 =

UTM®D? ns H e EH

BhndCEERDTLLED,

O TUVIRBAYVIERYT A REHSDNGA4THDO LY W
N—FEH’R. REPOEZRICKDRE

httos.//netshop.impress.co.jp/node/2597

CD_aA—ReFvDIUESE---

-2828 (BFE™D) . TUVSRAVYDOBRYA L TICETEOERH] 8EIDT VYRR, @Y1+
DREPDOERZZDT, A—TDN6,447 ADDEANBHRTE UIZTEEMD DD ERR LI UL,

- REOTEREMDDHDDEP. [CEEDEHI D2010F4~108FEXDSHE. 2015F8~1281EXS
6427, RXUBHDIDT ) VHBRYA b ITTUYSHZI3DR 71 T201588~118ICOL Iy
A—RTEIVZLULZ15H T, N—RZBAL « N—RFBSEBWHR « 2F2UFT 1 I—-RFRKXUA -7
FLUZDEFNTNDEDCETY,

- B TRIBARRBLRELUT, SEEN— FERZEHMTRE UBNWERNCBTIDFHEE L TNET,

\ = NBFE A - - 1) T O—RERALY,
AUSROD 5 DRSS )28 R3DRMTITZFELD
- ZLDBERYA L DUYy FA—BEDOES - BRRRIZITTELS RENIAET IR
12:‘:1 )4 J—FEFT v 9@'%&5(:7&:;((,\35@'73‘\ CnBD‘ 4 =P TR FEIRE IR TLT b0, = PSSR SRS
—RICRESN. FEUECECKD. RBECE>TBELOIN

!IKERIZ)‘%E L/T(I\F C%zggo 1 AU R O U VT EDESTY

AHTCEDD A D F=FICLBTETD

- AHRNSEEDFZIEOBEIGEROLSIC_CRE UESBREICED R, LRI Rt
SEMBESACRERL S5CR—BANEROCTREUEMET |10 s
BoTEMERET [RBILEDREWET D] EV\ o PIO—F@E, |7 wremoms o

Y8230 7 ) T2 3h@ A58 O §4EC

TFaUFT B TERICEITEDERDTLLD, YT,

- YRATFADHBREBREDEHANS, E5 UTERFELTNRONERSRNERISTIHL Z+DICIBELIE L
T. AO—SEIHSDHEDABTOVILD T PREEDBRIDUCES TERDZR#TESNDL D, UTMEZE
WMIBRAUVLEIRAT L » Ry DO —DBRICIDITEEHELET,



https://netshop.impress.co.jp/node/2597
http://www.itmedia.co.jp/news/articles/1602/02/news077.html
http://www.nikkei.com/
http://www.nikkei.com/

