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Release date: October 7, 2020
2| 5% 20214%3H9H 15:23 Security I1D: Q5A-20-08
Severity: Critical
@ Pocket| | 39 CVE identifier: CVE-2020-2506 | CVE-2020-2507
Affected products: Helpdesk
Status: Resolved

summary
Two vulnerabilities have been reported to affect earlier versions of QTS.

* (CVE-2020-2506: If exploited, this improper access control vulnerability could
allow attackers to gain privileges, or read sensitive information.
= (CVE-2020-2507:If exploited, this command injection vulnerability could allow
remote attackers to run arbitrary commands.

QNAP has already fixed these issues in Helpdesk 3.0.3 and later versions.

Recommendation
. . e To fix the vulnerability, we strongly recommend updating Helpdesk ta the latest version.
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