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» The Dirty Pipe Vulnerability - The Dirty Pipe Vulnerability documentation

The Dirty Pipe Vulnerability

Max Kellermann <maxkellermanni@®ienos.com>

Abstract

This is the story of CVE-2022-0847, a vulnerability in the Linux kernel since 5.8 which allows overwriting data in
arbitrary read-only files. This leads to privilege escalation because unprivileged processes can inject code into
FoOt processes.
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