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Press ReleaSg, | May 12, 2025
Helsinki, Finland - May 12, 2025: WithSecure's Incident Response and Threat
Intelligence teams have uncovered a sophisticated cyber attack leveraging a tro-

janised version of the popular open-source password manager KeePass, during an
investigation into a ransomware incident in February 2025.

WithSecure urges organizations to remain vigilant against supply chain compro-
mises, carefully verify downloads, and monitor for unusual behavior around cre-
dential stores.

The investigation revealed that attackers modified KeePass source code and
signed it with legitimate certificates, creating a trusted but malicious version dis-
tributed via search engine malvertising. This altered KeePass installer secretly ex-
filtrated password database contents, while also acting as a delivery mechanism
for post-exploitation tools like Cobalt Strike beacons.
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