AUS (ZA5F3IRXR-a—F -HEK—}) @1 2025/11/13% —
https://www.artemis-jp.com

CCTBNATBR-a2—23. FEAEDES. BEHB0S PTUT—IU3Y -
PIUFIAILADT—IN—2AEEEICRFOREICIERDTE, HET. UTME
AFICLKDRY RO —DFAROBHEIZEIT D CE TXIR CE=EX I,

O@T/H2TO—-S—DPRUZIN=DBRIEZTZAIIT AN -
[ClickFix] @& lFileFix] [CERMREE

httos.//forest. watch.impress.co.ipo/docs/serial/yajiuma/2062226 html

httos://www kaspersky.com/blog/filefix-attack-windows-file-explorer/54 752/

https://expel. com/blog/cache-smuggling-when-a-picture-isnt-a-thousand-words/

CHDZa1—REHYYDUESE:--
- 118108 (R#EER). 2+ 21T« EEDKasperskyttdiD. L \HKSD_ClickFix] WEOSEH ERIN
FELTERBENEINTNET,

- ClickFixTI& TWin+tR1] TRIMSND I P IVBEBEUTCET] ICREBRIVY READSETVIL
DIPICEREITDERIFELCNKULED _[FleFix] E&NITSNESOOERTIIOZRTO-5-0P 1
LRAN=D5IVY FEANSEDIEDNDERBR>TNET,

- @it IPANIIRTO—S5—DD 1 Y ROBEIRHOHIBETHD. ZOEMANBETHDERBL
35<, FOLCENTOVEN - —DBICRBTAMNERICE< 5BE LTNET,

AUSEBO DS DFEE

- D71V BEBELUTESTI B5. HBINIIVY RTJOVT RS ERFERKRIC. THOXTO-5—0
PRUZN=DBEIVY BADDTRETH D, BlZIEHDT #ILT —ZBENTNDIREET femdl E3T554

BTEICKD, DYV RTOVYTFEZDI #II —ICVBDREB TR CEDTRELVNSETIZy IDRL
BEnxd,

- FileFix[3ClickFixE@tk, FEBICRVIVY RED Uy TR—RICIE=U, PRURN=[CREDFIISERF
O&EREDFEIN, BPICRARZHEAMNDELU T, BEDI 7 REANSEIEDOEEBHSERSET
DERTI,

- FRWERTIL, ClickFixDRICO@#RE UTETL, WIntRICKD M7 ILEZEBELCET] OTJ0OY
DDEIBEFENEDICKNEL, ETORESOEBBT/ N\ RCBREI— FOETEERICRE LT
OvOTEREOBEV A=Y 3 VEEATDCED, ClickFixRNWUZOBEEDTIKDIBY =Y p)LTVY
—PIITDFEECDONTOEE - HEZHR LU TNET.

@ﬂ Impress Watch

PCEE> &5 [ClickFix] MEICB<&HE, [FileFix] 16
ER ~Kasperskyh'#gsH
[Windows] + [R] F—FEERFepALF - RBATELLTSEEENS

BH FA 2025F11H11H 14:26

Bif. TPCOMSTIERERTZ 1] [HIZOMERCHRZEDY] meea
—H—ZRFEL., [DFILEFEELTET] Y0704 ( [Windows] +
[R] =) MEEEHZ AT FEETEIES [ClickFix] &WSHREBNRITODIK
UEBETLET.

L, TFaUT VI FTHRCHMKasperskylc L3 & SHOFRLLL
—2a VT TICEESNTVWE LT E. COBEEG [FileFix] EFEENTH
0, BEANCE TI92T0-5—1 @OF RLA—EO9 Y REETESEE0
WSHTT.

(2. I7ZAT0-5-0F FLZ -2 TIOTIREETTE30?] 82
ZHRl ! EEFEIRATY. SHOTWBIAILAY-T IOx>r JovT
~ ZETIRETHRESEETIN.



https://forest.watch.impress.co.jp/docs/serial/yajiuma/2062226.html
https://www.kaspersky.com/blog/filefix-attack-windows-file-explorer/54752/
https://www.kaspersky.com/blog/filefix-attack-windows-file-explorer/54752/
https://www.kaspersky.com/blog/filefix-attack-windows-file-explorer/54752/
https://www.kaspersky.com/blog/filefix-attack-windows-file-explorer/54752/
https://www.kaspersky.com/blog/filefix-attack-windows-file-explorer/54752/
https://www.kaspersky.com/blog/filefix-attack-windows-file-explorer/54752/
https://www.kaspersky.com/blog/filefix-attack-windows-file-explorer/54752/
https://www.kaspersky.com/blog/filefix-attack-windows-file-explorer/54752/
https://www.kaspersky.com/blog/filefix-attack-windows-file-explorer/54752/
https://expel.com/blog/cache-smuggling-when-a-picture-isnt-a-thousand-words/
https://expel.com/blog/cache-smuggling-when-a-picture-isnt-a-thousand-words/
https://expel.com/blog/cache-smuggling-when-a-picture-isnt-a-thousand-words/
https://expel.com/blog/cache-smuggling-when-a-picture-isnt-a-thousand-words/
https://expel.com/blog/cache-smuggling-when-a-picture-isnt-a-thousand-words/
https://expel.com/blog/cache-smuggling-when-a-picture-isnt-a-thousand-words/
https://expel.com/blog/cache-smuggling-when-a-picture-isnt-a-thousand-words/
https://expel.com/blog/cache-smuggling-when-a-picture-isnt-a-thousand-words/
https://expel.com/blog/cache-smuggling-when-a-picture-isnt-a-thousand-words/
https://expel.com/blog/cache-smuggling-when-a-picture-isnt-a-thousand-words/
https://expel.com/blog/cache-smuggling-when-a-picture-isnt-a-thousand-words/
https://expel.com/blog/cache-smuggling-when-a-picture-isnt-a-thousand-words/
https://expel.com/blog/cache-smuggling-when-a-picture-isnt-a-thousand-words/
https://expel.com/blog/cache-smuggling-when-a-picture-isnt-a-thousand-words/
https://expel.com/blog/cache-smuggling-when-a-picture-isnt-a-thousand-words/
https://expel.com/blog/cache-smuggling-when-a-picture-isnt-a-thousand-words/
https://expel.com/blog/cache-smuggling-when-a-picture-isnt-a-thousand-words/

AUS (PAFTIX-2—% - HK—F) ®1) 2025/11/13F% —

https.//www.artemis-jp.com

@RIt DL ASIacklCYILD T PRERTAREP DR -8 - IN5|5%FHF
17,368 AD1ER AL

httos://www.itmedia.co.ip/news/articles/251 1/04/news1 22 html
httos://www nikkei.com/article/DGXZQOUD28CC40Y5A021C2000000
httos://www hikkei.co.ip/nikkeinfo/news/information/1 393 .html

CODZa—RaYvDUEDE:--

- 1184B(BXEH), BRI, BAOATRAELTVESackIREQT 1 VES=T, #HE - IEIEOBERD
BEUCEW\WD' DD ERRSNE UL

- BERICINIE SlacklCERINTUNEES « X=)LP BUR « Frv MEEE1 7368 ANEHE SN TRML DD ES
ncunxg,

- B SOBEABBOPCHAVILD T PICRRUZCEICKD, SackOREHEREERSN., A8DPADY FCRIEOT A
JENEEDCET, FHTIHOBICHEZEEL. NRD— RFEEEIIFDWREL OIZELTNET,

\ = NG BAEESEH, #RF v b [Slackl ([CREOYA
AUSBO DS DR NEWs ISR e
- S]aCkT‘JEZKEm:/ \OZD - F gt'gx _)bﬁ%5n5v \\) ‘y 9 IJ \J 20254 11F048 1989094 46 [#BIE, TTmedia]
DIC&30T1 R0, MR T2BHRMICFAZHRIC L, SMSTHE
<D—RHOUBAL LI ZAD—ETOTPZEA 3*@5"‘"‘"&'§'§Qt|‘_ AEEHRE1 148, HNTHRLTVEF vy by —IL [Slackl (252D
£, BEZ9— kI3 V& SHEERL) SIS RE] TS D‘BUDZ?L‘ED/)"().?J‘BDT:C%EL/EC ?iémikP(iﬁ"j%JbRt:@%b\ ‘
CIXPASY NESET B ENTETT, Slack DRI L IZOVEE. CNIZED, HRPHEIES CORENR

ZWUIZRIEEEN' S S,

-—1pTS0 (zti, ‘b@_ZD u | 27_'ff —S—RVILDIL PD‘PCJ:_D‘\BQ AL LRI S 2SR, SlackiTEEANTL 17368 AR MEED
T4A UEHtzy Y3 VICERT BCookielEREEEMUIEBDEBZADN | wonrrla Fov EELE, BHEPRHCET 5 EROR IR
(FLTRILO T PHRYI—FDAVOBICEAUSVNEERLT FF | TuBnENS. SakBEROREEEREL 0GR T, BEDEL
A T - REICHSFPYFILIREICEIBHE S EENL, T AT FEEREOHEERS .

0)& 57&7—2’(:;(-3 L/)jjj'j \J "0)1%5%\ 'j _9 2/\0—2/\0)1%l0)w‘j 20251104

LEZETSEOICTackBI TE532EERTZFa T« XEHESNDDIC EBRT 1Y b (2592 AOTEOSA S ERBRILCONT
BIEBLENECATY, ST EEEDD

BAEARM S RBC— S THALTVSESRAF ry b [Sack (RSv4) | CHENSTE

® 1180ABIEF+a )T 177y TIFT— k. Microsoft » ZoomEH=R

httos://forest.watch.impress.co.ip/docs/news/2062496 html
httos://msrc.microsoft.com/blog/2025/11/20251 1 -security-update/
httos://forest.watch.impress.co.ip/docs/news/2062979 html
httos://forest.watch.impress.co.ip/docs/news/2062551 html

CHO_a1—R&EHFYDUIESE:---
-11811B8(BARERE). Y120V F(IUT « MS) KD, Windows * OfficeZRIMRIRICXIT DB T 1 Pv IF—
Ot —=ZENTNET,

- Windows®D&#7/\— 3 VIdWindows 11 24H2 » 25H2 KB5068861 (EJL I 26100.7171 + 26200.7171) BK
U11 23H2 KB5068865 (L)L IF 22631.6199) &30, IBIESNIZMEIERD 5B WindowsD1 A BEICERN RSN,
Office « Visual StudioFDHESSEAHFIC DUNT, BISENUERTREO [Critical | &FHTESNTVET,

- I2Zoom#it D' BIEZoomPD S+ P KV E— EDCIETRER ENFMAFERSIN. 88188 —2AMNE510TX
HEUTNET (WindowshRORFT/N\—Y 3 VIF108278 )1 —0D6.66),
Microsoft, 2025%11A® Windows Update] &=} ~

AUS1§ lo 7:)\ ) d)}iﬁ E,y( h Impress WaECR  windows 10 Esuicmmtosy =

TWindows 11 /{—=3> 23H2) OHome/Prol7 « 3 > ([FH—Z KT

- ﬂ, nré jll\_ |:7D‘f§] L/E\AﬁﬂdO\NS 1022H2(3 =/ \— TE =1 =] IC B% FA 20254118128 11:05
KB5068781 (E)L k190456575 H'J1) —&ENTL \&"?’(Windows 11 22H2
BRUZNMEILZ Y TT— MET DD, 25H2EAD P L—BEOWETI),

- I8 10ICHBNTESUDSRICKT 27 —RDRESN. KB5068781 DERIICE
B Xy F& LTKBS071959(E)L B 19045.6466) 1) U —RSNTHO. SR
TERBEIFIKB5071 959L_7‘J77— FIBTENHEESNTNET,

- \DWB TSy FF1—ZF— RICOEOWIEBICHIZ3) ) [CHITBMSHtDS B et
BlOEF1UT 1 Py IF— h&(at L, ﬁE JD RO PRYS—DIEHIIEE « U0 oo ssnine s T o s
EE\ '%E%) l:’]_;l :‘2? v 22 :L_Dl/\t\ 4%‘: JZTL\ME%L_a—O‘b\t(JIUng ﬁ% L/\ #MicrosoftF115118 GRIER) . TATOUMR— FH/(-Ta>m

Duitz Windows(CH L, AflottaUs«EBHFIOJSARI)-ALE JvFFa
— —X7-) . B, TWindows Update) > [Windows Update 14047 &
45_‘!2: JUR » UTM%L;E&%E%j@%L&D BICAEIFMNDINE(CEA éd:jlll,\}i“j’ DEAETE. WindowsMIOERER0, SE0/(y FTRCVEESA—2T
3 (Y )T DEOEADS E6st) ORFRNECHAENT
T<rEZEW o

3.



https://forest.watch.impress.co.jp/docs/news/2062496.html
https://msrc.microsoft.com/blog/2025/11/202511-security-update/
https://msrc.microsoft.com/blog/2025/11/202511-security-update/
https://msrc.microsoft.com/blog/2025/11/202511-security-update/
https://msrc.microsoft.com/blog/2025/11/202511-security-update/
https://msrc.microsoft.com/blog/2025/11/202511-security-update/
https://forest.watch.impress.co.jp/docs/news/2062979.html
https://forest.watch.impress.co.jp/docs/news/2062551.html
https://www.itmedia.co.jp/news/articles/2511/04/news122.html
https://www.nikkei.com/article/DGXZQOUD28CC40Y5A021C2000000/
https://www.nikkei.co.jp/nikkeiinfo/news/information/1393.html

	スライド 1
	スライド 2

