— AUS (ZA53IR-aa—F -HEK—}) @21 2026/7/23% —
https://www.artemis-jp.com

CCTBNATBR-a2—23. FEAEDES. BEHB0S PTUT—IU3Y -
PIUFIAILADT—IN—2AEEEICRFOREICIERDTE, HET. UTME
AFICLKDRY RO —DFAROBHEIZEIT D CE TXIR CE=EX I,

@®WordPressICBIREDSE \WEESm Twp2shelll RS- XIR/N—I3a Y
FNTF Py TTF— ERE

httos://forest watch.impress.co.ip/docs/news/21 26337 html
https://www.ipa.go.ipb/security/security-alert/2026/alert20260722 html
httos://sleyber.io/research-center/wp2shell-pre-authentication-rce-in-wordpress-core
httos://piyolog . hatenadiary.ip/entry/2026/07/19/181822

CODZa1—-R&aYPyDUEDEL:--

- 7A18B (BAE™E). HESearchlight Cyberttk . WordPressIC BV TEIEE
HBULZELUTERRENHEEINTUVET,

- wp2shelllZ2#HDAfEEER (CVE-2026-63030, CVE-2026-60137) 15780, TWHDMESEROFZEEZT
BWordPress 690~694 « 700~701ICHNT, FEESNTUVEWKEBEICH—/\—ETERDI—RFZERE
TENdIBNDHDELTNET,

- wp2shellld. WordPress&+ YR =)V UEHIRRREE T, @ISHDTFST1 VEA VR =)L UTLVERL WREAS
THo-TH. FEREEHN WordPresslCcOT1 Y LTNDIUBEREL, —/N\—DFE->RDHITREICEDESN
D, BHTBIBREOSV\BSEmESINTNET,

- BEICWordPressD2Fa T4 PvIT—E695+« 7TO02H 1) —=ZENTHD. IPAZEHLSE. BEEHE
TEH/N\—Y3VICEHFNTV\DOERIT D E. SNTUWVENZSICIIFENTHTEH I DLDOIENIT D &M
U#MITNET,

AUSED DS DFEF

- REST APID/ Ny FUEICHIT BRESER (CVE-2026-63030) &« WP_QueryD—8B/ X5 X —FICHITD
SQLT VYDV 3 VDR (CVE-2026-60137) DEILOERICIUENHDESNFID, 68F6G80
~684)[CHBTEEBEDMBERICOVNTHEESZITDESN. ZFaUT1 Py ITF—H685HM ) —R=NT
VW&,

- WordPress CIIBETSTA VICHI\NTEBROSHD HEREENTHR D, BlZIEWordPress@li 2
FaUF 1TS54 Wordfence| DIRTTH'SIZE. TEverest Forms Prol (AUSED 2026/06/1855
B)Xd Gravity SMTP] &0 ANDOHENERIN T\ DET I EFEBRENLETLE UL,

- WordPressZ{#ER L TL\B3Web 1 FOEBBEICHU\TIE. WordPressAE&HLIFERLTWVNBR TS T1Y
[CDONTHERta T« BIREINE, 13ICENMICEEEH L TLENEDOH HNISERNIC EIREH CRig
PyvIT—rOEREHERIDCE. T8 EKBEV) gk UTIzWordfenceZII UHE LIz )T BEBOTST
AIBNWUWAFEEEBA L, HECEtXa1 )T EBEHRTEDHFETT,

IWordPress) (CEasfAREEE. FIBIE - RF2LTERSEN

@n Impress W d t [ |'| % ~CVSS 3.1T [9.8]

HERD [WordPress 7.0.2) REATLH

B FA 2026575210 11:15

+ Gemini CHI = o x
(oI IR o @

SEARCHLIGHT
CIBER

wp2shell

Pre Authentication RCE in
WordPress Core

Fi(x Twp2shell] &9
WordPress| mEFEF



https://forest.watch.impress.co.jp/docs/news/2126337.html
https://www.ipa.go.jp/security/security-alert/2026/alert20260722.html
https://www.ipa.go.jp/security/security-alert/2026/alert20260722.html
https://www.ipa.go.jp/security/security-alert/2026/alert20260722.html
https://slcyber.io/research-center/wp2shell-pre-authentication-rce-in-wordpress-core
https://slcyber.io/research-center/wp2shell-pre-authentication-rce-in-wordpress-core
https://slcyber.io/research-center/wp2shell-pre-authentication-rce-in-wordpress-core
https://slcyber.io/research-center/wp2shell-pre-authentication-rce-in-wordpress-core
https://slcyber.io/research-center/wp2shell-pre-authentication-rce-in-wordpress-core
https://slcyber.io/research-center/wp2shell-pre-authentication-rce-in-wordpress-core
https://slcyber.io/research-center/wp2shell-pre-authentication-rce-in-wordpress-core
https://slcyber.io/research-center/wp2shell-pre-authentication-rce-in-wordpress-core
https://slcyber.io/research-center/wp2shell-pre-authentication-rce-in-wordpress-core
https://slcyber.io/research-center/wp2shell-pre-authentication-rce-in-wordpress-core
https://slcyber.io/research-center/wp2shell-pre-authentication-rce-in-wordpress-core
https://slcyber.io/research-center/wp2shell-pre-authentication-rce-in-wordpress-core
https://slcyber.io/research-center/wp2shell-pre-authentication-rce-in-wordpress-core
https://slcyber.io/research-center/wp2shell-pre-authentication-rce-in-wordpress-core
https://slcyber.io/research-center/wp2shell-pre-authentication-rce-in-wordpress-core
https://piyolog.hatenadiary.jp/entry/2026/07/19/181822

AUS (PAFT IR -2—¥ - -HE—-}) ®1) 2026/7/23%

https.//www.artemis-jp.com

https://www.antiphishing.ip/report, monthly/202606.html

ch”a— Zé’:"f‘JQ'JDDt

- 7THR16B(B%&E[). : Riz7a . : SROHERESNF UL,

- 6REDRSHEIIT2.7. @E‘C 58 (https: / /www.antiphishing.ip/report/monthly/202605 html ) D 126,061 #H 553691
L L TNET,

- BESNETSY RERIZOSHTSRE (1121 A5 144D, BEIRENBN SI2TS5Y FIFAmazonh124.0%. RUNTUSAG
11.8%). Aock(®11.6%). =HERA—E. NITEIEESHETHS5.0%. =5IC1,0008U ERESNELE15TSY RETSHIDE
#743%E8>TNET,

AUSEB DD S DR

- BEIDRELMIIDFEHILZ2RE (57,0061 MED10BHIN EE>THRY. F/E
BROBEEHRVFEB A —ILP RLURTBTADD 1 v I I T A= )LEEHESIC DN TR, — N
168EHN525BEF T LR EREREEIAXFETHROLTET, : 092 RIBESRE

B j y yyg’x _)M:—_)[,\t:s\ 4 . 5%&?%<®§ug€£mtb\t%b‘6g Council of Anti-Phishing Japan
28 - 3BEEE=DICRID. PEMEIIGoogle CloudZEDih& UEXEDDSD BFY—E2D | ., Dt SRS
BORENFEEAEESN, FEPTRLI— RIPP RUZDSDWEIEIBEOENPT ELU2DD | oy 65 e nsoe

0)%1%5 532.8016&;!@/2 Utb\ig’o ;;8 $3 193333 *190,500
S ERT 1YYy H‘_Dl,\t(a{ BN ) USRS P D 2 25T T B A | e I I I I

B BEMD 2 BEMIFRESNTHRD. ZSU\> oo
jeiRE - 1’F¥0)7’ &)@ﬁlﬁlﬁb‘b@?DtZ@fm PCHOSPOERTDMA—TF—CDT | o
YTy FEBFORELTNDT —REBRHDIEHBNFET (COFOFRBE Y TR :3:$
BRI VIVHSPIER UTELBREIC EL. P2 BESIBERTSNENEND
T—2EMEH BB UL HDFEBA).
-J1wIIID LY RICHENT, KDDDISPEITX—/LYZTNSEE UIE PO Y MME
FAUSEN 2026/06/265SR) EaBALIEEHFBNDT 1 v IV ITDWMENRIBLIECE
FICERESNTHRD, WREZ2EDA—T—[CHNTIIISPOIOENIICHE > TEE/ YD —
EEEETORLET. 214 yIIIDFO(ECTERDID. EABIEDA—ILDOSMSERDD,
ﬂza&]f;aamanb\) L.Db\fﬂﬂéb\ BADD 1 v I VYTRED_TRREDHEEE
ez Csd, EERGEEINNTR UL D,

@ 7-ZiplCERNDI— FERITOMEER 68 ') 1) —RD26.02 TXIREFH

https://forestwatch.impress.co.ip/docs/news/21 25686 .html
httos://www .zerodayinitiative.com/advisories/ZDI-26-444/

CHOZa1—RaFvDUESE:---
- 7B158 (REFR). BSBRFEEISa2"5 1 Zero Day Initiative(IU~ « ZD) 1 KO, P=HAATERI D b T7T-Zip] IC
a8 (CVE-2026-14260) HMFIE T DERKRINF LIS,

- MESSMEIIXZEMEIEAD D » 1 IV ERET IMEEICHFE L. MITSNED P IVERKCEICKD. EEOI—FZEPCETETS
naNHLHdESNTNET,

- BESIERGRICZDIN'S T-ZipMBEFRENRS., B258IC))—RSNZ2602TEIESNZE L THRD, A—Y— L Py
TI7— RSN TNET,

AUSED H 5 DFfif @ impressWabeh  imznioman

- ZRFO—NIICRE U BBROHI T P IVERK CETRET MBI

TIH. A—JUCHRBEIWebH S5 D YO — Rt BRENTEEN B0 #5450 2026578168 15:16
H zu%'craw% [UE—HBO] I— F%ﬁd)ﬂfﬁﬁﬁﬁt LTOET.

D‘%b\T'g”D‘ 7- ZIDTE;ﬂbUDW_@E?G)j71’)1/‘«.55@1?(75;(‘:7)‘__155

. BREOHII7(IVE [Tz IEFICHEETDCEEEZSN. 7T-Zp e

DNCNZRVVEIEE., hRFEEREACOEBEEER U CER DI 71ILEE 17-7ip 26.02) THEENEIMBIELE—T~—X
E% L/& 5 tg’é: CL_IEED(MET§'O @y ITFA—)(—T70-T. UE—HSEEDI—

FEETCEEEEN B8R LD e, [Zero Day
- 7-ZiplC BEEEIHEENTE< . Py TT— ~OU Y — 2BSICEEISNRNC & :.t.amej @DD) #7158 REBRED . tF1UT«7 RIHFUEARL
ISER L. ALTDHBN=I37 JF?E’@’:EQ DL, _Twwwi~Zipore| RIV% -
00y TARYA khttps)//www.7-zipore/ ) REOFTYO—BEFDIMD  7EIICEsL SEac SR [ore i) . ek
NRETLL DM =FIYIVT [T—zpl TREUEHBS. [7- TOv) F—HOMBCEBEN G, LEUERE SR TR 5. B
zip.opensource.jpl DXIBERFBOEFREY 1 ~ERFERREDET A FOAS BB EWeb— SEBEMETED, HIEHUEXZI 7 LR S Tl
ECERSNDUSEMN BB EICTEDINETT), —REARERA, MY BB TEEDI— MR TE S AR

B>,

57,09

DA s o Yo
'“:;»"“44&&“’&“*@“@@



https://www.7-zip.org/
https://www.7-zip.org/
https://www.7-zip.org/
https://forest.watch.impress.co.jp/docs/news/2125686.html
https://www.zerodayinitiative.com/advisories/ZDI-26-444/
https://www.zerodayinitiative.com/advisories/ZDI-26-444/
https://www.zerodayinitiative.com/advisories/ZDI-26-444/
https://www.zerodayinitiative.com/advisories/ZDI-26-444/
https://www.zerodayinitiative.com/advisories/ZDI-26-444/
https://www.antiphishing.jp/report/monthly/202605.html
https://www.antiphishing.jp/report/monthly/202606.html

	スライド 1
	スライド 2

